
Updated April 20rCobbs Brow 

Online Safety Policy 
Nov 2018 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Enjoying technology in a safe and 
responsible environment. 

 

 



Updated: November 2018 

Policy Creation and Review 
(See also Acceptable Use behaviour and Anti-Bullying Policies)  
This policy represents the agreed principles for the provision of Computing 
within Cobbs Brow Primary School and has been written as part of a 
consultation process involving the following people: Ian Eaton, Lisa Pugh, Sarah 
Charnock, Paula Baldwin and Sam Jones. This policy has been agreed by 
governors within the school and has been shared and evaluated with all 
teaching staff. 
 

This online safety policy will be monitored and reviewed as listed below: 
 
Policy Created ‐ Date: November 2018 
 
Intended Policy Review ‐ Date: November 2019 
 
Evaluation and Review 

This document was updated and modified through a process of consultation with teaching 

staff and Governors. It is the responsibility of all staff and governors to monitor their 

adherence to this policy.  The policy is reviewed annually. 

This policy was updated:  November 2018 

To be reviewed: November 2019 

This policy was approved by the school governing body 

Date ___________________  

Signed __________________ (Chair of Governors) 

 
 
 
 
 
 
 
 
 
 
 
  



Our Vision for Computing 

Cobbs Brow School regards ICT as an essential life skill and a tool which 
enables our whole school community to become active and independent 
learners and communicators.  
Our aims are to:   
Enable all of our staff, pupils, parents and governors to be confident, 
competent, safe and independent users of computing.  

Promote the use of a wide range of up-to-date computing resources to 
enhance and enrich teaching and learning in a way which motivates and 
enthuses our children.  

To provide an environment where access to computing resources is natural 
and commonplace and is regarded as an integral part of our everyday practices 
and administration management.  
 
This Vision Statement has been arrived at following consultation with our 
whole school community and will be reviewed in line with this policy.  
online safety encompasses Internet technologies and electronic 
communications such as mobile phones and other mobile/hand held devices as 
well as collaboration tools and personal publishing. It highlights the need to 
educate pupils about the benefits and risks of using technology and provides 
safeguards and awareness for users to enable them to control their online 
experience.  
 

Vision for online safety 
Cobbs Brow School provides a creative, diverse, balanced and relevant 
approach to the use of technology. Teachers work together to promote and 
educate children on how to implement safer use of technology and parents are 
encouraged to maximise the benefits and opportunities that technology has to 
offer at home. Within school, teachers ensure that children learn in an 
environment where security measures are balanced appropriately with the 
need to learn effectively. Regularly online safety updates are provided and 
teachers deliver this information to children to ensure they are equipped with 
the skills and knowledge to use technology appropriately and responsibly. 
All users in our school community understand why there is a need for an online 
safety Policy. 



Roles and Responsibilities  
As online safety is an important aspect of strategic leadership within the 
school, the Head and governors have ultimate responsibility to ensure that the 
policy and practices are embedded and monitored. The schools online safety 
Coordinator Ian Eaton(Designated Senior Person for Child Protection Issues) 
supported by Sam Jones (Computing Coordinator).  
All members of the school community have been made aware of who holds 
this post. It is the role of the online safety co-ordinator to keep abreast of 
current issues and guidance through organisations such as Herts LA, CEOP 
(Child Exploitation and Online Protection) and Childnet.  
Senior Management and governors are updated by the Head/ online safety co-
ordinator and all governors have an understanding of the issues and strategies 
at our school in relation to local and national guidelines and advice.  
This policy, supported by the school’s acceptable use agreements for staff, 
governors, visitors and pupils, is to protect the interests and safety of the 
whole school community. It is linked to the following mandatory school 
policies: child protection, health and safety, home–school agreements, and 
behaviour/pupil discipline (including the anti-bullying) policy and PSHE  
 

Online safety in the Curriculum  
The Internet is an essential element in 21st century life for education, business 
and social interaction. The school has a duty to provide pupils with quality 
Internet access as part of their learning experience.  

Internet use is a part of the statutory curriculum and a necessary tool for staff 
and pupils.  

Computing resources are increasingly used across the curriculum. We believe it 
is essential for online safety guidance to be given to the pupils on a regular and 
meaningful basis. Online safety is embedded within our curriculum and we 
continually look for new opportunities to promote online safety.  

Educating pupils about the online risks that they may encounter outside school 
is achieved the first week back each half term by class teachers and twice each 
half term in KS2 assembly by computing co-coordinator. It is also informally 
discussed when opportunities arise and as part of the online safety curriculum. 
The school also takes part in the annual World Wide Internet Safety Day. This is 
where the whole school spends the day identifying issues and working 
together to make internet usage safer for children. Parental workshops are 
now also delivered after school on this day, for parents. Links to online safety 
are included on the school website. 



Pupils are aware of the impact of Cyber-bullying and know how to seek help if 
they are affected by any form of online bullying. Pupils are also aware of where 
to seek advice or help if they experience problems when using the internet and 
related technologies; i.e. parent/ carer, teacher/ trusted staff member, or an 
organisation such as Childline or CEOP report abuse button.  
Pupils are taught to critically evaluate materials and learn good searching skills 
through cross curricular teacher models, discussions and via the computing 
curriculum. 
Pupils are taught about copyright, respecting other people’s information, safe 
use of images and other important areas through discussion, modelling and 
appropriate activities. 

 

Internet use will enhance learning  
The school Internet access is designed expressly for pupil use and includes 
filtering appropriate to the age of pupils.  

Pupils are taught what Internet use is acceptable and what is not and given 
clear objectives for Internet use.  

Pupils are be educated in the effective use of the Internet in research, 
including the skills of knowledge location, retrieval and evaluation  
 

Pupils will be taught how to evaluate 
Internet content  
The school will ensure that the use of Internet derived materials by staff and 
pupils complies with copyright law.  

Pupils should be taught to be critically aware of the materials they read and 
shown how to validate information before accepting its accuracy. This aspect is 
discussed and included in all AUP within school. 
 

Equal Opportunities  
Pupils with Additional Needs  
The school endeavours to create a consistent message with parents for all 
pupils and this in turn should aid establishment and future development of the 
schools’ online safety rules.  



However, staff are aware that some pupils may require additional support or 
teaching including reminders, prompts and further explanation to reinforce 
their existing knowledge and understanding of online safety issues.  
Where a pupil has poor social understanding, careful consideration is given to 
group interactions when raising awareness of online safety. Internet activities 
are planned and well managed for these children and young people.  
 

Online safety Skills Development for Staff  
Our staff receive regular information and training on online safety and how 
they can promote the ‘Stay Safe’ online messages from the computing and SLT 
co-ordinator.  

New staff receive information on the school’s acceptable use policy as part of 
their induction  

All staff have been made aware of their individual responsibilities relating to 
the safeguarding of children within the context of online safety and know what 
to do in the event of misuse of technology by any member of the school 
community. All staff have received training on how to be an active participant 
in online safety education and updated on the current issues.  

All staff are encouraged to incorporate online safety activities and awareness 
within their curriculum areas  
 



Managing the School online safety 
Messages  
We endeavour to embed online safety messages across the curriculum 
whenever the internet and/or related technologies are used  

The online safety policy will be introduced to the pupils in the first half term of 
each school year  

online safety posters will be prominently displayed in all teaching and learning 
areas. 

The key online safety advice will be promoted widely through the computing 
suite, school displays, newsletters, class activities, desktop screens and so on  

 

Managing Internet Access  
Information system security  
School computing systems capacity and security will be reviewed regularly.  

Virus protection will be updated regularly.  

 

Email  
Class and group emails are available for pupils to use to support the 
curriculum. The computing technician can support staff when creating these.  

Staff and class emails sent to external organisations should be written carefully 
and authorised if necessary the same way that a written letter would be.  

The use of emails for forwarding chainmail or any other inappropriate use is 
forbidden and will be dealt with by the SLT.  

 
Published content, the school web site 
The contact details on the school website are the school address, e-mail and 
telephone number. Staff or pupils’ personal information will not be published.  

The Head Teacher will take overall editorial responsibility for the school 
website and learning platform and ensure that the content is accurate and 
appropriate.  



 
 

Publishing and managing pupil’s images 
and work  
Photographs that include pupils will be selected carefully and will not enable 
individual pupils to be clearly identified on the school website.  

Pupils’ full names will not be used anywhere on the school website, particularly 
in association with photographs.  

Written permission from parents or carers will be obtained before 
photographs of pupils are published on the school Web site and learning 
platform.  

Staff are not permitted to use personal digital equipment, such as mobile 
phones and cameras, to record images of pupils, this includes when on field 
trips.  
However, school cameras and iPads are available to take photographs and 
videos of children for education purposes. All Images/ films of children are 
stored on the school’s network.  
Pupils and staff are not permitted to use personal portable media for storage 
of images (e.g., USB sticks) without the express permission of the Headteacher. 
Images should be moved to the school network as soon as teachers have 
finished working with them.  

Rights of access to this material are restricted to the teaching staff and pupils 
within the confines of the school network/ Learning Platform.  

 

Managing filtering  
If staff or pupils discover an unsuitable site, it must be reported to the online 
safety Coordinator and noted in the online safety log.  

The SLT will ensure that regular checks are made to ensure that the filtering 
methods selected are appropriate, effective and reasonable.  

Raw image searches are discouraged when working with pupils.  

If specific Internet research is set for homework, recommended sites will be 
shared with parents through newsletters or on seesaw. It is advised that 
parents recheck these sites and supervise this work. Parents will be advised to 
supervise any further research.  



All users must observe software copyright at all times. It is illegal to copy or 
distribute school software or illegal software from other sources.  

All users must observe copyright of materials from electronic resources. 

Managing emerging technologies  
Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use in school is allowed.  

Pupils’ mobile phones are not allowed in school. The sending of abusive or 
inappropriate text messages outside of school to fellow pupils at the school is 
forbidden and will be dealt with in line with the Anti-Bullying policy. 

Staff are permitted to bring their mobile phones to school but are only allowed 
to use them in the staff room. Staff, are required to switch mobile phones to 
‘on silent’ during the school day (See Staff safety agreement). However, whilst 
outside the main buildings or on trips, staff are permitted to use their mobile 
phones to contact other groups on the trip and the school if necessary.  
Staff are not permitted to access the Internet via personal mobile phones using 
the school’s wi fi connection. 
Staff will be issued with a school phone where contact with parents or carer is 
required. 

Managing Social Media: Facebook, Twitter and other 

forms of social media are increasingly becoming an important part of our daily 
lives. Staff are not permitted to access their personal social media accounts 
using school equipment at any time/ during from school during school hours. 
Pupils are not permitted to access their social media accounts whilst at school. 
Staff, governors, pupils, parents and carers are regularly provided with 
information on how to use social media responsibly and what to do if they are 
aware of inappropriate use by others. Staff, governors, pupils, parents and 
carers are aware that the information, comments, images and video they post 
online can be viewed by others, copied and stay online forever. Staff, 
governors, pupils, parents and carers are aware that their online behaviour 
should at all times be compatible with UK law. All staff have been informed 
about the rules for contacting families of pupils on mobile phones in an 
emergency, when parents cannot be contacted through a landline (e.g. school 
visits)  
 

Protecting personal data  
Personal data will be recorded, processed, transferred and made available 
according to the Data Protection Act 1998.  



 
 
 

Authorising Internet access  
All staff, governors and visitors must read and sign the ‘Staff Acceptable AUP 
before using any school computing resource 

In the Foundation Stage and Key Stage 1, access to the Internet will be by adult 
demonstration and directly supervised access to specific, approved on-line 
materials.  
 

Assessing risks  
The school will take all reasonable precautions to ensure that users access only 
appropriate material. However, due to the international scale and linked 
nature of Internet content, it is not possible to guarantee that unsuitable 
material will never appear on a school computer. Neither the school nor LCC 
can accept liability for the material accessed, or any consequences of Internet 
access.  

The school will audit computing provision to establish if the online safety policy 
is adequate and that its implementation is effective.  
 
 

Handling online safety complaints 
Complaints of Internet misuse will be dealt with by the online safety 
Coordinator and computing coordinator. 

A log will be held of any incidents and this will be kept in a secure location 
within the Head Teachers office. Any complaint about staff misuse must be 
referred to the Head Teacher.  

If incidents of cyber-bullying are reported to staff, the online safety 
Coordinator will be informed and guidance from the Anti-Bullying Policy will be 
followed.  

Complaints of a child protection nature must be dealt with in accordance with 
school Child Protection procedures. Pupils and parents will be informed of the 
Complaints Policy.  

Discussions will be held with the local Police Youth Crime Officer to establish 
procedures for handling potentially illegal issues.  
 



 
Introducing the online safety policy to 
pupils and parents  
The ‘Pupil Acceptable Use Agreement’ must be signed by both pupil and 
parents when the children enter the school.   

Online safety rules will be posted in the classrooms, computer suite and all 
other teaching and learning areas. They will be discussed with the pupils at the 
start of each year and referred to regularly. Pupils are informed that network 
and Internet use will be monitored.  

Online safety is discussed and taught at the beginning of each unit of 
computing for all year groups. Cyber-bullying will be discussed within whole 
school, key stage and class assemblies. It will also be focused on during Anti-
Bullying week and resources and modules are taught during the annual 
Internet Safety day in February. The date for the next Internet safe day is 
Tuesday 5th February 2019. with the theme: Together for a better internet. 

Children will be directed to use the Active Learning site, Language Nut and 
Times Table rock stars when completing homework or using the internet in 
school however when being taught research skills they will be given child-
friendly search engines as their first point of contact with the Internet within 
school. Raw image and keyword searches are discouraged.  

The school disseminates information to parents relating to online safety where 
appropriate in the form of; Responsible Internet Use – Parent Information  
Newsletters, Awareness raising days and events, School Brochure, School 
Website and seesaw. 


